STATE OF ILLINOIS

INTERNAL AUDIT ADVISORY BOARD
Web Address: HTTP://SIAAB.AUDITS.UILLINOIS.EDU

MINUTES
Special Board Meeting — March 21, 2019
1:00 p.m.

CALL TO ORDER

A meeting of the State Internal Audit Advisory Board (SIAAB) was held at the Capital City Center,
Room 104, Springfield, Illinois, with video conferencing available at the JRTC, Room 9-036,
Chicago, Illinois. The meeting was called to order at 1:00 P.M. by Chair Julie Zemaitis in
Springfield.

RoLL CALL
Members Present/Location:

Leighann Manning, Office of the Treasurer — Springfield

Gary Shadid, Illinois Office of the Comptroller — Springfield

Rex Crossland, Department of Employment Security — Chicago — Video Conference

H. Jay Wagner (Vice Chair), Office of the Attorney General - Springfield

Amy De Weese, Department of Human Services — Springfield

Julie Zemaitis (Chair), University of Illinois — Springfield

Brent Nolen, Illinois State Police — Springfield

Jamie Nardulli, Department of Healthcare and Family Services - Springfield

James Misch, Proxy for Natalie Covello, Department of Commerce and Economic Opportunity —
Chicago — Video Conference

Members Absent:
Natalie Covello (Notified Chair), Department of Commerce and Economic Opportunity
Stell Mallios (Notified Chair), Office of the Secretary of State

Jack Rakers, Department of Central Management Services

PUBLIC PARTICIPATION

Tom Alger, Chief Internal Auditor, Department of Public Health, Springfield

Douglas Tinch, Chief Internal Auditor, Department of Innovation and Technology, Springfield
Tassi Maton, Chief Internal Auditor, Illinois Stated Board of Education, Springfield
Marty Paul, Chief Internal Auditor, Office of the Illinois State Fire Marshal, Springfield
Darick Clark, Chief Internal Auditor, Department of the Lottery, Springfield

Nikki Lanier, Chief Internal Auditor, Department of Revenue, Springfield

Steve Kirk, Chief Internal Auditor, Department of Transportation, Springfield

Jeff Beals, Chief Internal Auditor, Department of Natural Resources, Springfield

Tracy Allen, Chief Internal Auditor, Capital Development Board, Springfield

Amy Lyons, Internal Auditor, Department of Health and Family Services, Springfield
Tad Huskey, Chief Fiscal Officer, Illinois Attorney General, Chicago

Lisa Kaigh, Deputy Chief Fiscal Officer, Illinois Attorney General, Chicago


http://siaab.audits.uillinois.edu/

OPENING

Ms. Zemaitis addressed the Board and public participants by thanking them for joining and stating
the purpose of the meeting is to facilitate feedback on the CMS proposed draft of the Internal
Auditor classification series (see attached). Ms. Zemaitis reviewed Section 1.5.6 of the Board’s
bylaws, Public Comment at Board Meetings. Ms. Zemaitis requested a motion to increase the total
public participation time to one hour and to increase the speaking time of an individual public
participant to ten minutes. Ms. Manning made a motion, seconded by Mr. Wagner. The motion
passed.

PUBLIC PARTICIPATION

Douglas Tinch, Chief Internal Auditor, Department of Innovation and Technology

Mr. Douglas Tinch, Chief Internal Auditor for the Department of Innovation and Technology
(DoIT) thanked the Board for giving him an opportunity to address the Board members. Mr. Tinch
stated that he started as an auditor with the Illinois Office of Internal Audit (IOIA) in 2004 and
that this consolidation of Internal Auditors into the IOIA started with approximately 135 auditors
and when it was disbanded there were approximately 45 auditors remaining. He stated that the
remaining IOIA auditors were returned to the agencies. Mr. Tinch stated that the IOIA was
regarded as a massive failure. After the IOIA was disbanded significant difficulties were faced by
Internal Audit shops with placing Chief Internal Auditors and finding audit staff.

Mr. Tinch stated that he is concerned that various activities appear to be an attempt to move toward
consolidating internal auditors into a similar function as the prior IOIA structure. Mr. Tinch stated
that he viewed a PowerPoint presentation that was presented to various unknown parties by the
Department of Central Management Services (CMS) that appeared to present a recreation of the
IOIA. Mr. Tinch stated that he received a memo from CMS stating that he could contract internal
auditors. However, the clause in the master contract specifically states that all audit projects and
needed personnel must be approved by CMS’ Chief Internal Auditor. Mr. Tinch stated that he is
concerned about the speed that CMS is moving with the Internal Auditor classification series
proposal. He stated that he would not have known about the proposal had SIAAB not contacted
the State’s Chief Internal Auditors. He is concerned that his agency would not be able to staff an
Internal Auditor III or IV based on the proposal and that this is problematic due to the technical
nature of DolT services. Mr. Tinch stated that he is concerned that the Chief Internal Auditor for
CMS is also being reported as the Chief Internal Auditor for eight other agencies, although the
wording of FCIAA states “Agencies which do not have full-time internal audit programs may have
audits performed by the Department of Central Management Services”. The Act is silent as to
CMS’ Chief Internal Auditor also being the named Chief Internal Auditor of the various agencies
requesting their services. Mr. Tinch is concerned that there does not seem to be transparency or
accountability for these actions noted.



Stephen Kirk, Chief Internal Auditor, Department of Transportation

Mr. Kirk stated that he was working in the Internal Audit field as a manager when the auditors
were consolidated into the IOIA and that the consolidation was a huge failure. The IOIA was
never adequately staffed. The proposed classification series appears to be the same structure as
the IOIA. Mr. Kirk stated that he supports an Internal Auditor classification series but not the one
presented. He believes it is important to have a chain to promote and that currently an auditor with
a couple of years of experience and an auditor with 32 years of experience look the same on paper.
He believes that a different proposal with at least six classifications with an auditor trainee through
an auditor 6 and at least one or two supervisor classifications would be more in line with the current
need. The auditor 3 and auditor 4 proposed classifications appear to only be structured around the
Department of Central Management Services (CMS) Internal Audit function. He stated that some
of the elements included in the auditor 3 and auditor 4 classifications are not in compliance with
the Standards. For example, SIAAB Guidance 8§ communicates that audits should not only be
performed against FCIAA categories but must be performed based on risk and functional
categories of agencies. The proposal implies otherwise by including a “functional expert”
requirement. The proposal conflicts with the standards and the law. Performing only routine
audits that have been previously completed violates auditing standards. Auditing requires a need
to understand the environment, processes and risks of an agency. Mr. Kirk believes the best
solution is for a working group to be formed through the assistance of SIAAB in order to develop
a proposal of auditor classifications that is good for the State as a whole.

BOARD Discussion of Illinois Department of Central Management Services Class Specification —
Internal Auditor Series Proposed Draft Revisions

Ms. Zemaitis expressed disappointment that Mr. Rakers was not present to assist in answering
questions regarding the CMS proposal; however, he did not notify her that he would not be present.
Ms. Zemaitis informed the Board that she received a letter from CMS Bureau of Personnel in her
capacity as Chair of SIAAB summarizing the process for the proposal and stating that any feedback
regarding the proposal could be provided to Chris Nickols. Mr. Wagner noted that some Chief
Internal Auditors told him the proposal was not provided by their Human Resource Departments,
and they were unaware of the proposal until they received it from SIAAB. Ms. Zemaitis stated
that the process does not seem to be as transparent as it could be. In addition, the proposal does
not align with Internal Auditing Standards and the Board has jurisdiction over the Auditing
Standards adopted and followed by the State’s internal auditors. Mr. Wagner stated that he was
concerned that the proposal includes reliance on the eleven FCIAA categories and that it is not in
compliance with Auditing Standards. Mr. Wagner stated that in January 2017 the Board made a
decision to drop the eleven FCIAA categories from the Quality Assurance Review Matrix, and is
concerned a QAR may identify nonconformance with the Standards because the job descriptions
require nonconformance. He also noted that SIAAB issued Guidance #8 detailing the
requirements of Auditing Standards as it relates to Internal Audit Coverage, Risk Assessment and
FCIAA compliance. He also added that in the preparation and drafting of SIAAB Guidance #8,
the Board was transparent with the Office of the Auditor General from the draft guidance through
issuance. Finally, Mr. Wagner stated that he does not believe job classifications should dictate
what training internal auditors attend or teach, and that decision should be made by an agency’s
Chief Internal Auditor.



Following discussion, there was consensus to draft a letter from SIAAB to CMS to include an
introduction of the Board and its members, the purpose of the Board, and a summarization of
SIAAB’s feedback regarding the CMS proposed class specification revisions. Mr. Shadid made
a motion to authorize the letter to be drafted. Ms. Nardulli seconded the motion. Ms. Manning
abstained. The motion passed.

Ms. Zemaitis also stated that she would like to call a special meeting prior to March 29 to review
the SIAAB response to CMS based on today’s meeting. Ms. Manning made a motion to schedule
a special meeting prior to March 29%, 2019. Mr. Shadid seconded the motion. The motion passed.

ADJOURNMENT

A motion to adjourn was made by Mr. Wagner, seconded by Mr. Shadid. Motion carried
unanimously. Meeting adjourned at 1:52 P.M.



From: "Nickols, Chris" <Chris.Nickols@lIllinois.qov>

Date: March 8, 2019 at 3:16:22 PM EST

To: "Viniard, Scott™ <Scott.Viniard@lllinois.gov>, "Bluhm, Cheryl™* <Cheryl.Bluhm@lIllinois.gov>,
"Gwillim, Terry" <Terry.Gwillim@Illinois.gov>, "Altman, Jake" <Jake.Altman@Illinois.gov>, "Mizera,
Missy" <Missy.Mizera@illinois.gov>, "Boster, Anthony L" <anthony.l.boster.nfg@mail.mil>,
"Chiaradonna, Geny" <Geny.Chiaradonna@igb.illinois.gov>, "Clisham, Jackie"
<Jackie.Clisham@illinois.gov>, "Blood, Jessica" <Jessica.Blood@srs.illinois.gov>, "Coultas, Melissa"
<Melissa.Coultas@lllinois.qgov>, "Denzler, Debbi" <Debbi.Denzler@illinois.qgov>, "Tomaras-Collins,
Melina" <Melina.Tomaras-Collins@Illinois.gov>, "Thornley, Jenny L." <jthornley@ispmeritboard.org>,
"Strickland, Renee™ <Renee.Strickland@lllinois.gov>, "Raffety, Anthony™ <Anthony.Raffety@illinois.gov>,
"Okulinski, Jeanette" <Jeanette.Okulinski@Illinois.gov>, "Johnson, Siobhan"
<Siobhan.Johnson@lllinois.gov>, "Hendricks, Janinna" <Janinna.Hendricks@Illinois.gov>, "Munoz,
Romie" <Romie.Munoz@illinois.gov>, "Pineda, Tricia" <Tricia.Pineda@Illinois.gov>, "Grant, Tammy"
<Tammy.Grant@illinois.gov>, "Johnson, Sabrina™ <Sabrina.Johnson@illinois.gov>, "Myers, Leigh Ann
(Imyers@icc.illinois.gov)" <Imyers@icc.illinois.gov>, "Smith, Zina" <Zina.Smith@illinois.gov>, "Greene,
Patty" <Patty.Greene@Illinois.gov>, "Griffin, Kathy" <Kathy.Griffin@illinois.gov>, "Lacey, Catherine
(DON" <Catherine.Lacey2@illinois.gov>, *Moore, Kevin' <Kevin.Moore@illinois.gov>, "Smith, Pam™
<Pam.Smith@lIllinois.gov>, "Moscardelli, Julie" <Julie.Moscardelli@illinois.gov>, "Pufundt, Ann"
<Ann.Pufundt@illinois.gov>, "Shawgo, Terri" <Terri.Shawgo@Illinois.gov>, "Schrage, Jodi"
<Jodi.Schrage@lllinois.gov>, "Fox, Bobbie" <Bobbie.Fox@illinois.gov>, "Ewa, Ewa"
<Ewa.Ewa@lllinois.gov>, "Bautista, Alex" <Alex.Bautista@illinois.gov>, "Callanta, Kristene"
<Kristene.Callanta@illinois.gov>, "McCabe, Lori Ann" <LoriAnn.McCabe@illinois.gov>, "Mehta, Dipesh"
<Dipesh.Mehta@illinois.gov>, "Romano, Peter" <Peter.Romano@illinois.gov>, "Damhoff, Nichole"
<Nichole.Damhoff@Illinois.gov>, "Moffat, James" <James.Moffat@illinois.gov>, "Saltmarsh, Kathy"
<Kathy.Saltmarsh@Illinois.gov>, "Koehler, Becky J" <Becky.Koehler@illinois.gov>, "Sherbeyn, Mark A."
<MARK.SHERBEYN@illinois.gov>, "O'Rourke, Brendan" <Brendan.ORourke@illinois.gov>, "Brightwell,
Julie L." <Julie.Brightwell@illinois.gov>

Cc: "Logsdon, John" <John.Logsdon@Illinois.qov>, "Rakers, Jack™ <Jack.Rakers@Illinois.gov>, "Smith,
Teresa C" <Teresa.C.Smith@illinois.gov>, "Kerley, Sarah (CMS)" <Sarah.Kerley@illinois.gov>, "Owens,
Jami" <Jami.Owens@illinois.gov>, "Fendrich, Lisa" <Lisa.Fendrich@Illinois.qov>, "Siciliano, Karen"
<Karen.Siciliano@Illinois.gov>, "McConomy, Steve" <Steve.McConomy@lIllinois.gov>, "Peterson,
Jennifer” <Jennifer.Peterson@Illinois.gov>, "Filson, Crystal™" <Crystal.Filson@Illinois.gov>

Subject: Internal Auditor 3, Internal Auditor 4 proposed draft class specifications

The Department of Centra Management Services (CMS) has conducted a review of Internal Auditor
classes and positions in the employ of the State of Illinois. To enhance state agencies’ abilities to recruit
and retain qualified individuals and provide reasonable advancement opportunities, we have devel oped
Internal Auditor 3 and Internal Auditor 4 class specifications. In case you are not aware of the history, the
upper level Interna Auditor (2, 3, 4, 5) classes and class specifications once existed in the Classification
Plan but were subsumed into the Public Service Administrator and Senior Public Service Administrator
classesin 1994 -1995, when the latter two job classes came into being.

The objective is to recreate an Internal Auditor classification series building on the Internal Auditor
Trainee, Internal Auditor 1 and the recently reestablished Interna Auditor 2 in order to reintroduce more
specific education and experience requirements for internal audit positions than those which are found on
the PSA and SPSA class specifications. As currently written, if the proposal were to be approved by the
Civil Service Commission, Public Service Administrator and Senior Public Service Administrator
positions that perform internal auditing functions would be reclassified to a corresponding new class.



Incumbents of these positions would be reclassified and grandfathered into the new classes as meeting the
class requirements, conforming to Section 301.50 of the Personnel Rules and Article XX V1 of the current
effective collective bargaining agreement between the State of Illinois and AFSCME. These changes
should alow for state specific training and ensure that other statutory requirements can be met more
easily.

CMS proposes a three week evaluation period in which al state agencies are asked to review the attached
class specification documents, pose questions, discuss any issues and affirm their agreement with the
content of the class specifications and the implementation of these revisions to the State of Illinois
Classification Plan. The class specifications are presented as a class series/standard where all classes in
the series are housed on one document. All proposed revisions are in class specification amendment
format, where information that is to be removed is stricken through and information to be added is
underlined. Please review these with the program area subject matter expertsin your agency.

We request that all agency responses be received by the close of business on Friday, March 29, 2019. No
response will be interpreted to mean that the agency has no objections and CMS will proceed with the
proposal as written after the deadline. Thank you in advance for your assistance on this.

Chris Nickols

217-524-1024

chris.nickols@illinois.gov

CMS Bureau of Personnel

Division of Technical Services Class Studies Manager
Stratton Office Building Room 504, Springfield, IL 62706




ILLINOIS DEPARTMENT OF CENTRAL MANAGEMENT SERVICES
CLASS SPECIFICATION

INTERNAL AUDITOR SERIES

CLASS TITLE POSITION CODE
INTERNAL AUDITOR TRAINEE 21726
INTERNAL AUDITOR | 21721
INTERNAL AUDITOR I 21727
INTERNAL AUDITOR llI 21728
INTERNAL AUDITOR IV 21729

Effective: 4-1-18-DRAFT
SERIES INCLUSIONS:

The Internal Auditor class series includes professional positions responsible for the independent and
formal review, analysis and evaluation of the effectiveness of an agency's statewide internal
operations and controls. Such positions serve top management in an agency and report to the chief
executive officer of the agency or the chief internal auditor through supervisory internal audit staff
During the internal audit process, management is provided with information regarding the agency's
operational effectiveness, the areas of inefficiency and/or noncompliance with policies and regulations.
Internal auditing is a function regulated by state statute* and required by the Governor to maintain a
full-time program of internal auditing. External auditing, which is achieved by internal and/or external
auditing positions, is included in this series when auditors report to the chief internal auditor and when
their duties include both internal and external auditing. The internal and external audit work should be
coordinated to ensure adequate audit coverage and to minimize duplicate efforts.

SERIES EXCLUSIONS:

This series does not include positions which perform specialized auditing outside of the direct control
and supervision of the chief internal auditor. Auditing work which is defined by other classification
series such as the Financial Institution Examiners, Unemployment Insurance Auditors and Revenue
Auditors is not included in the Internal Auditor series, although it is not unusual for Internal Auditors to
conduct financial and compliance audits of grantee service providers. Positions in an internal audit
program, which require a specialized background and expertise and are not directly involved in the
entire audit process, should be considered for placement in occupationally specific classes. For
example, engineers and data processing analysts may be used as technical consultants and methods
and procedures advisors may be used to prepare work flow charts. Positions serving as the chief
internal auditor of a major and/or complex agency or those which manage a section of five or more
Internal Auditors are properly allocated to the Senior Public Service Administrator classification. The
audit function is the term used to encompass all internal auditing operations and external auditing as
defined above, including the staff responsible for conducting the audits and their goals and activities.
The audit function is directed by the chief internal auditor of the agency.

* - Audits performed by internal audit staff are conducted in compliance with standards required by the Fiscal Control and
Interna Auditing Act (10 ILCS 30/2005(f)(1)).



SERIES DISCUSSION OF TERMS:

An audit plan is prepared annually by internal audit management and is approved by the director of
the agency and/or a governing board, commission or committee. This plan identifies the unit or
function to be audited and may include objectives or risks to be addressed during each audit.
However, the standards do not require the plan to include specific audit objectives. The internal
auditing program requires that all major systems are to be reviewed once every two years. New
system designs and any major modifications of existing computer systems are to be reviewed by
Internal Auditors to ensure the systems provide adequate audit trails and accountability. The audit
process is the actual performance of the audit. The auditor examines evidence to reach conclusions
about an operation under review. The audit scope identifies the type of audit being performed and the
parameters of the audit. The types of audits are financial, compliance, economy and efficiency,
effectiveness and technology. A single audit may include one or more of these audit types. Both the
objectives of the audit and what is being audited distinguishes the type of audit. Financial accounts,
documents and statements are audited in a financial audit to determine their accuracy, integrity and
fair presentation. In a compliance audit, the auditor determines whether an entity is complying with
state laws, statutory mandates, administrative rules, regulations, policies and procedures. Acquisition,
control and utilization of personnel, facilities, materials and resources are evaluated during audits for
economy and efficiency and can be referred to as operational or performance audits. Audits for
effectiveness are normally directed at program results. The auditor's attention is directed to programs,
projects and activities to measure progress, success and impact. Audits for effectiveness are often
called programmatic audits. Technology audits assess management controls of information technology
and evaluate if the systems are operating effectively to achieve the agency’s goals. Technology audits
can be performed with financial audits. For each specific audit, programs are prepared to identify the
objectives of the audit, the scope and the steps taken in conducting the audit. The audit programs
provide an auditor with a direction regarding the conduct of the audit and provide a written record to
demonstrate that the audit was planned in accordance with the objectives of the audit and performed
with accepted auditing standards using appropriate procedures designed for the audit.

Upon completion of the audit, a report is prepared to furnish a written record of the audit process. The
audit report normally identifies what was done, communicates an auditor's observations and
recommends corrective action when needed. These reports may include:

e Agency operations regarding the adequacy and efficiency in achieving the agency's goals.

e The soundness, adequacy and use of operational, including financial, controls toward the
goal of effective control at a reasonable cost.

¢ The reliability and integrity of reporting systems.

e Agency operations deemed inappropriate resulting from actions by employees which are
believed to be fraudulent.

e The agency's compliance with local, state and federal statutes and regulations, agency
policies, plans and procedures, and good business practices.

A major and complex agency is one ranking near the top of agencies having a chief internal auditor in
the areas of annual budget, total employees, number of internal auditing staff and complexity of audits
due to statutes, regulations and impact of decisions. The Internal Auditor series recognizes different
levels of analytical and communication skills required to perform audits of varying cemplexities levels
of complexity. Throughout this document, terms such as simple, routine and complex are used to
describe the audit process and the entities being audited. What these terms mean within the context of
internal auditing is defined in the following section.

1. Routine audits are of simply structured programs that utilize past audit programs. The audit
procedures are straightforward and uncomplicated using basic fact gathering and research



-3-

techniques and the findings and recommendations would be minor. There are few questioned
costs that require only a fundamental ability for audit analysis and report writing. These audits
check for basic compliance with stated procedures given by law or regulation. Simple audits are
characterized by smaller organizations and dollar values, good internal controls, no prior audit
problems and one contract. Typical examples are an office supply fund’s pricing policies and
internal controls, special audits of revolving fund expenditures and selected master contracts,
travel vouchers, timekeeping procedures with attendance records, grant audits and small service
providers.

Routine audits of complex programs would use past audit programs for the same functions and
would be performed per formulated audit guidelines. The program audited is complex involving an
audit trail through several divisions in an agency and their activities, records or documentation of
interacting units or functions. This requires an analytical ability to interrelate the identified
processing or functional weaknesses in one area of the program with control aspects of the total
program. It requires perception and communication skills that, in the context of complex program
interaction, clearly state the problems (and not just symptoms), the causes of these problems, the
risk exposures and the recommended corrective actions. Typical examples would be the
resolution of sub-grantee audits with administrative findings and routine deficiencies done
annually with little or no change, an audit of more than one contract in a medium organization or
an audit of several divisions in a large organization that has good controls and a good accounting
system for financial and compliance audits of revolving funds.

Nonroutine audits of simply structured, uncomplicated programs in one area of an agency are
usually required because of suspected problems in the program. The audit approach challenges
most assumptions and requires an analytical ability to make creative associations of identified
program weaknesses to anticipate larger uncovered risks. It also requires perception and
communication skills that allow for the possibility of complex solutions and simply state the
problems, the risk exposures and recommended corrective actions. Typical examples would be
an audit of overtime abuse or suspected fraud or mismanagement in an agency. Each audit would
require different auditing procedures.

Nonroutine audits of complex programs are usually required, because of known or suspected
problems in programs which involve the complex interaction of several units, processes, functions
and/or departments. These audits require the utmost in analytical skills that challenge all
assumptions, compare challenged assumptions across programs, units or functions to anticipate
larger risks and relate identified processing or functional weaknesses with all other assumptions
and control aspects of the entire program. It requires perception and communication skills that
can, in the context of complex program-oriented operations, clearly state the problems, the
causes of the problems, the risk exposures and the recommended corrective actions. Examples
would include audits in new areas of large organizations with large funding amounts and/or
suspected problem areas, such as fraud or mismanagement, which involves several units or
divisions or even several agencies and different statutes and regulations. An Internal Auditor can
be held accountable for an entire internal audit function, such as part of the audit function, an
entire audit or one phase of an audit. The more comprehensive the audit responsibility is, the
greater the need for a demonstrated knowledge of the agency's structure and operation,
organization and independence. An auditor responsible for an entire audit has a greater
responsibility than an auditor reviewing an audit process and is responsible for what was not
considered, not found and not included in the audit report and carries the ultimate responsibility
regarding the effectiveness and success of the internal audit function. Erroneous audit facts
discredit the quality of the audit findings and failure to note or properly explain significant findings
could result in financial losses, program inefficiencies or costly litigation.



INTERNAL AUDITOR TRAINEE POSITION CODE: 21726
DISTINGUISHING FEATURES OF WORK:

Under direct supervision, for a period of up to 12 months, participates in an agency sponsored
internal audit training program; receives formal and/or on-the-job training assignments to acquire
knowledge of auditing techniques and procedures for the review, analysis and evaluation of the
effectiveness of an agency's statewide internal operations and controls; learns to conduct simple
audits or sections of complex internal audits and/or external audits of an agency’s programs to
determine compliance with audit programs; learns to prepare audit reports for supervisor review
that provide details of the audit’s findings, deficiencies and recommendations for corrections
learns to provide management with information as to the agency's operational effectiveness and
to recommend corrective controls in areas of inefficiency and noncompliance with policies and
regulations; travels to audit sites with other audit staff to perform assigned tasks; participates in
continuing professional education.

ILLUSTRATIVE EXAMPLES OF WORK:

1. Receives work assignments to develop the knowledge and skills necessary to perform
financial, compliance, operational, performance, programmatic and/or technology reviews
and audits of the systems, processes and services of agencies under review to determine if
state laws, statutory mandates, administrative rules, regulations, policies and procedures
are being efficiently and economically administered and if program requirements and
objectives are being effectively fulfilled; attends and participates in training seminars
relative to internal auditing procedures and operational analysis; receives training to
develop research techniques and prepare reports and presentations for supervisor review;
utilizes software programs and other technology to perform audits; participates in a variety
of auditing assignments to enhance skills and knowledge and to gain proficiency in
computer applications and technology audits and/or basic internal audits.

2. Receives work assignments designed to develop the knowledge, understanding and
practical skills of internal auditing by preparing detailed reports, summaries, audit
questions, audit programs and supporting documents; gains knowledge of applicable state
laws, statutory mandates, administrative rules, policies, procedures, regulations and any
other requirements; performs audit assignments of increasing difficulty to gain knowledge
and experience in applying all applicable laws, statutory mandates, rules, regulations,
policies and procedures to audit assignments and to develop auditing skills in various
operational functions.

3. Conducts a preliminary review of the audited agency’s functions, technology and programs;
travels to audit sites with other staff to receive training in performing audits to achieve the
skills necessary to conduct audit field work and follow-up interviews and to provide
technical assistance to audited agency representatives; develops documentation of risk
assessments, audit tests and statistical and non-statistical samples and analyzes all
relevant data and prepares a summary of the criteria; participates in entrance and exit
conferences, meetings and briefings with other agency staff.



INTERNAL AUDITOR TRAINEE (continued)

4. Receives training to prepare and organize various work documents, including electronic
documents to support an audit’s findings and any control recommendations and te facilitate
easy reference; provides to other staff explanations and information from audit work
documents including electronic documents as required.

5. Receives training to review an audited agency’s comments and incorporate these
responses into the final report; participates in follow-up activities to determine the status of
implemented corrective recommendations to determine if the implementation has achieved
the intent of the recommendation.

6. Participates in continuing professional education, such as completing requirements for the
Certified Internal Auditor, the Certified Public Accountant or the Certified Information
Systems Auditor.

7.  Attends and completes all training classes provided by the agency; reviews and studies
publications pertaining to the internal audit profession to enhance knowledge of auditing
concepts; attends and participates in staff meetings, conferences, workshops and any other
work activities that provide learning experiences regarding auditing practices and
procedures.

8.  Performs other duties as required or assigned, which are reasonably within the scope of
the duties enumerated above.

DESIRABLE REQUIREMENTS:

Education and Experience

General Option: Requires a bachelor's degree with coursework in accounting, auditing,
business management, public administration, economics, computer science or other related
subjects.

Accounting Option: Requires a bachelor's degree in the field of accounting, fiscal
administration or finance.

This class is included as an Upward Mobility Program credential title.

Knowledge, Skills and Abilities

Requires elementary knowledge of auditing theories and procedures.

Requires elementary knowledge of the agency's programs, policies and regulations.

Requires elementary knowledge of management principles and techniques, including
organization, management, program accountability, governmental operations and systems
analysis.

Requires elementary knowledge of the functions of state government.

Requires elementary knowledge of current technology utilized in the workplace.

Requires ability to learn and apply state laws, statutory mandates, administrative rules,
regulations, policies and procedures when auditing an agency’s functions and programs.

Requires ability to perform duties in a professional, efficient and ethical manner and to
maintain the confidentiality of the information gathered during an audit.

Requires ability to prepare all auditing documentation and written reports.




INTERNAL AUDITOR TRAINEE (continued)

Requires ability to understand and to follow oral and written instructions.

Requires ability to develop and maintain satisfactory working relationships with other
agency staff and representatives of agencies under review.

Requires ability to learn to develop routine and non-routine audit programs of operational,
compliance and financial audits.

Requires ability to learn to prepare for, attend and conduct entrance conferences to outline
audit plans with agency personnel and to attend exit conferences to participate in the discussion
of audit findings prior to the issuance of the final report.

Requires ability to learn to rationally assess and evaluate programs of an operational and
procedural nature.

Requires ability to learn to note deficiencies in control procedures and to suggest corrective
action.

Requires ability to learn to document and support audit findings and recommendations.

Requires a valid appropriate driver's license and the ability to travel to audit sites, which
may require overnight stays away from the primary work location to perform assigned tasks.

In addition to having English verbal and written skills, candidates may be required to speak
and write a language other than English at a colloquial skill level. Some positions may require
candidates to possess specific communication skills, such as reading Braille, performing sign
language or other forms of manual communication.



INTERNAL AUDITOR | POSITION CODE: 21721

DISTINGUISHING FEATURES OF WORK:

Under general supervision, independently conducts internal and/or external audits of simple and
routine programs including financial, operational, performance, programmatic, technology and/or
compliance according to approved audit programs; completes specific phases of complex audits
utilizing current auditing and various other computer programs; assists in compiling and
analyzing audit data and prepares audit reports by summarizing the work performed, detailing
the findings and deficiencies and developing recommendations for correcting those deficiencies;
participates in entrance and exit conferences, meetings and briefings with other agency staff
throughout the duration of assigned audits; participates in continuing professional education;
travels to audits sites to perform assigned tasks.

ILLUSTRATIVE EXAMPLES OF WORK:

1.

Researches and identifies all applicable state laws, administrative rules, statutory
mandates, regulations, policies and procedures for each audit; conducts a preliminary
review of an audited agency’s functions, technology and programs; identifies problem areas
and prepares audit questions for the audited agency’s representatives; prepares for and
conducts entrance conferences for assigned audits to discuss the details and outline the
scope of the audit with other agency staff.

Travels to audits sites to independently conduct financial, compliance, operational,
performance, programmatic and/or technology audits to determine if all laws, rules,
statutory mandates, policies, procedures and program requirements are being efficiently
and effectively implemented; assists audit team during large audits by compiling and
analyzing data to conduct sample analytical reviews and utilizing various auditing and
computer programs to verify the accuracy of records, to ensure compliance of agency
activities with current fiscal and legal requirements and to identify managerial and
administrative problems and/or weaknesses.

Plans and writes audit programs for assigned audits or audit segments; prepares work
documents including electronic documents, supporting schedules and materials and
preliminary and final audit reports that describe the audit results, the recommended
improvements in accounting and operational methods and any corrective actions or revised
internal control procedures; documents audit tests and statistical and non-statistical
samples.

Applies current audit and analytical techniques in assessing risks and evaluating an
agency's accounting and technology systems and management controls; analyzes
organizational structure to determine the lines of authority, the span of control and the
deficiencies in control procedures.

Prepares and organizes audit reports to present at exit conferences and attends exit
conferences with other agency staff and the audited agency’s representatives; prepares
and organizes all work documents including electronic documents for supervisory review
detailing the audit’s findings and control recommendations and provides explanations and
information to other staff from audit documents as required.
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6. Reviews an audited agency’'s comments and incorporates those comments into the final
report; participates in follow-up activities to determine if recommendations have been
implemented and to provide technical assistance when needed; reviews the audited
agency'’s reports to determine if the implementation has achieved the intent of the
recommendation.

7. Participates in agency training seminars and continuing professional education, such as
completing requirements for the Certified Internal Auditor, the Certified Public Accountant
or the Certified Information Systems Auditor; attends and participates in meetings,
conferences, workshops and other work activities that provide learning experiences relating
to audit practices and procedures; reviews and studies current publications to enhance
knowledge of professional auditing concepts.

8.  Performs other duties as required or assigned, which are reasonably within the scope of
the duties enumerated above.

DESIRABLE REQUIREMENTS:

Education and Experience

Requires a bachelor's degree, with coursework in auditing, business management, public
administration, economics, computer science, accounting or other related subjects.

Requires completion of an agency’s Internal Auditor Trainee program; or requires two years
of professional auditing experience.

Knowledge, Skills and Abilities

Requires working knowledge of auditing theories and procedures.

Requires working knowledge of the agency's programs, policies and regulations.

Requires working knowledge of management principles and techniques, including
organization, management, program accountability, governmental operations and systems
analysis.

Requires working knowledge of the functions of state government.

Requires working knowledge of applicable state laws, administrative rules, statutory
mandates, regulations, policies and procedures when auditing an agency’s functions and
programs.

Requires working knowledge of current auditing and various other computer programs.

Requires ability to maintain effective working relationships with other agency staff and
representatives of agencies under review.

Requires ability to perform duties in a professional, efficient and ethical manner and to
maintain the confidentiality of the information gathered during an audit.

Requires ability to develop routine and non-routine audit programs of operational,
compliance and financial audits and to prepare audit documents and reports.

Requires ability to prepare for, attend and conduct entrance conferences, to outline audit
plans with agency personnel, to attend exit conferences and to participate in the discussion of
audit findings prior to the issuance of the final report.

Requires ability to rationally assess and evaluate programs of an operational and
procedural nature.
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Requires ability to note deficiencies in control procedures and to suggest corrective action.

Requires ability to document and support audit findings and recommendations.

May require completion of the Certified Internal Auditor, Certified Public Accountant or the
Certified Information Systems Auditor as designated by the agency’s senior management.

Requires a valid appropriate driver's license and ability to travel to audit sites, which may
require overnight stays away from the primary work location to perform assigned tasks.

In addition to having English verbal and written skills, candidates may be required to speak
and write a language other than English at a colloquial skill level. Some positions may require
candidates to possess specific communication skills, such as reading Braille, performing sign
language or other forms of manual communication.
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INTERNAL AUDITOR I POSITION CODE: 21727

DISTINGUISHING FEATURES OF WORK:

Under direction, independently conducts complex, non-routine risk-based audits in all areas of
an agency's operational, financial, administrative, compliance and technology programs by
assessing the effectiveness of controls, the accuracy of financial records and the efficiency of
operations; serves as a senior auditor to an internal auditing team by preparing comprehensive
audit programs, recommending and detailing the duration, scope and purpose of an audit and
monitoring the progress of all staff audits; directs audit entrance and exit conferences,
meetings and briefings; serves as technical advisor to agency staff and an audited agency’s
representatives; participates in follow-up activities for assigned and/or staff audits; prepares
and submits to supervisor each assigned audit’s preliminary and final reports and reviews staff
audit reports; conducts special projects as required; participates in continuing professional
education; travels to audit sites to perform assigned tasks; may function as a lead worker to
lower level auditors.

ILLUSTRATIVE EXAMPLES OF WORK:

1. Researches and identifies all applicable state laws, administrative rules, statutory
mandates, regulations, policies and procedures for each audit; conducts a preliminary
review of an audited agency’s functions, technology and programs; analyzes complex data
to obtain samples for analytical reviews utilizing current auditing and various computer
programs; travels to audit sites to independently conduct financial, compliance,
operational, performance, programmatic and/or technology audits; examines and
evaluates an agency's complex system of accounting, technology and management
controls to prevent or detect deficiencies, to identify needed improvements in procedures
and techniques, to determine the reliability and adequacy of the fiscal and operational
controls and existing policies and to determine if all laws, rules, regulations, statutory
mandates, policies, procedures and program requirements are being efficiently and
effectively implemented; determines the objectives and goals and identifies the scope,
tests and procedures necessary to perform an audit; provides explanations and
information from work documents including electronic documents as required.

2. Serves as lead worker by assigning audits to lower level internal auditing staff; provides
guidance and training to assigned staff; monitors daily work progress, addresses problem
areas and reviews the findings, documentation and reports for completeness, accuracy
and compliance with all applicable state laws, administrative rules and regulations and
current agency policies and procedures; advises supervisor of staff work performance.

3. As senior auditor, plans and develops audit programs and procedures for all audits that
consider previous work documents, current policies, procedures, laws, rules and
regulations and explains the overall objectives; serves as technical advisor to other
agency staff and to an audited agency’s representatives regarding the audit process;
directs audit entrance and exit conferences, meetings and briefings with other agency staff
and the audited agency'’s representatives to discuss internal audit results and compliance
issues; coordinates the work activities of external auditors and provides guidance when
needed.
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4. Consults with supervisor during an audit regarding changes to the audit program,
problems which have occurred and the progress of the audit; participates in follow-up
activities for assigned audits or subordinate staff audits that involve significant findings
from previous audits to determine if corrective actions have been implemented and if the
implementation has achieved the intent of the recommendation.

5. Prepares reports for assigned audits to present at exit conferences that detail the audit’s
findings, compliance with all laws, rules, mandates, policies and procedures and any
internal controls, accounting methods or procedure recommendations to explain the
report’s contents; reviews an audited agency’s comments and incorporates those
comments into the final report.

6. Conducts special research projects for supervisor or performs technical audits to develop
knowledge as a subject matter expert when required; collaborates with other staff to
develop new concepts to standardize audits and/or reviews and to increase the agency’s
auditing efficiency and effectiveness.

7. Attends and completes agency training seminars; attends and participates in meetings,
conferences, workshops and other work activities that provide learning experiences
related to auditing concepts; participates in continuing professional education.

8. Performs other duties as required or assigned, which are reasonably within the scope of
the duties enumerated above.

DESIRABLE REQUIREMENTS:

Education and Experience
Requires a bachelor's degree with coursework in accounting, auditing, business
management, computer science, economics, public administration or other related subjects.
Requires four years of professional auditing experience; or requires three years of
professional auditing experience plus completion of one of the following certifications: Certified
Internal Auditor, Certified Public Accountant or Certified Information Systems Auditor.

Knowledge, Skills and Abilities

Requires extensive knowledge of professional auditing theories and procedures.

Requires extensive knowledge of management principles and techniques, including
organization, program accountability, governmental operations and systems analysis.

Requires extensive knowledge of the functions of state government, the agency’s policies
and procedures, and the state laws, administrative rules, statutory mandates and regulations
relating to the auditing profession.

Requires extensive knowledge of current auditing and various other technology and
computer applications that are utilized in the auditing profession.

Requires ability to develop an internal audit program for an agency's accounting,
management or internal control system, which includes the audit’s objectives, scope and
necessary tests.

Requires ability to analyze computer data, computations and comprehensive reports.
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Requires ability to prepare for and conduct entrance conferences, to outline the audit
scope with agency staff and representatives of an audited agency, and to participate in exit
conferences to discuss audit findings prior to the issuance of the final audit report.

Requires ability to evaluate internal controls to identify strengths and weaknesses and to
propose corrective actions designed to strengthen controls and operations.

Requires ability to perform duties in a professional, efficient and ethical manner and to
maintain the confidentiality of the information gathered during an audit.

Requires ability to prepare clear and concise audit reports, which includes the findings, all
supporting documentation and any corrective recommendations.

Requires ability to rationally analyze, assess, evaluate and solve problems of a difficult
procedural, organizational, administrative and technical nature.

Requires ability to monitor and direct lower level staff in performing routine or portions of
complex audits.

May require ability to assist in the development of new or improved methods and
procedures for evaluating agency internal audit program activities and operations.

Requires a valid appropriate driver's license and ability to travel to audit sites, which may
require overnight stays away from the primary work location to perform assigned tasks.

In addition to having English verbal and written skills, candidates may be required to speak
and write a language other than English at a colloquial skill level. Some positions may require
candidates to possess specific communication skills, such as reading Braille, performing sign
language or other forms of manual communication.
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DISTINGUISHING FEATURES OF WORK:

Under general direction, serves as a statewide expert of a functional area, using extensive
knowledge in the functional area to perform complex audits; assists other agencies in this area
when requested, and conducts training over the functional area **; or, under general direction,
functions as the full line supervisor of a unit of internal audit staff involved in performing audits which
encompass the full range of simple routine audits through non-routine complex audits; may travel in
the performance of duties.

ILLUSTRATIVE EXAMPLES OF WORK:

1. Serves as the statewide expert over a functional area; has extensive knowledge of the
statutes, rules, and systems in the functional area; performs complex audits/reviews in the
functional area; provides guidance and assistance to other agencies and lower level staff
in regard to their area of expertise; and must create and deliver at least 4 hours of
continuing professional education in a two-year period in this functional area that is offered
to internal audit staff under the Office of the Governor. Additionally, if the functional area
falls with an internal control review category governed by the Statewide Accounting
Management System Manual Supplement to Procedure 2, the statewide expert
completes the most recent update of the supplement and maintains all further updates;
travels in the performance of duties.

2. Serves as full line supervisor; assigns and reviews work; provides guidance and training
to assigned staff; counsels staff regarding work performance; reassigns staff to meet day-
to-day operating needs; establishes annual goals and objectives; approves time off;
adjusts first level grievances; effectively recommends and imposes discipline, up to and
including discharge; prepares and signs performance evaluations; determine and
recommends staffing needs.

3. Serves as Auditor in Charge on various simple to complex and routine to nonroutine audit
projects; assigns audit segments to team members and explains the assignment’s
relationship to the overall audit objectives; conducts and/or attends entrance conferences,
meetings with agency/department liaison and other agency personnel to discuss detail,
duration, and the scope of the audit; monitors the preparation of audits by team members,
evaluating the method and substance of the audit.

4, Prepares reports for assigned audits to present at exit conferences that detail the audit’'s
findings, compliance with all laws, rules, mandates, policies and procedures and any
internal controls, accounting methods or procedure recommendations to explain the
report’s contents; reviews an audited agency’s comments and incorporates those
comments in the final report.

** - Generally, an agency will only have one statewide expert. However, the agency may also have an statewide expert of
aspecific FCIAA category. Thereisonly one expert per FCIAA category allowed in the state and al of the prerequisites
must be obtained prior to obtaining the position.
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5. Initiates special research projects such as conducting research of applicable laws,
statutory mandates, administrative rules, requlations, policies and procedures and
performing technical audits as required of a subject matter expert; collaborates with other
staff to develop new concepts to standardize audits and/or reviews and to increase the
agency’s auditing efficiency and effectiveness.

6. Attends and completes all agency training seminars; attends and participates in meetings,
conferences, workshops and any other work activities that provide learning experiences
related to auditing concepts; completes all required continuing professional education.

7. Performs other duties as required or assigned, which are reasonably within the scope of
the duties enumerated above.

DESIRABLE REQUIREMENTS:

Education and Experience
Requires a bachelor's degree with course work in accounting, auditing, business
management, computer science, economics, public administration or other related subjects.
Requires six years of professional auditing experience; or requires five years of
professional auditing experience plus completion of one of the following certifications: Certified
Internal Auditor, Certified Public Accountant or Certified Information Systems Auditor.

Knowledge, Skills and Abilities

Requires extensive knowledge of professional auditing theories and procedures.

Requires extensive knowledge of management principles and techniques, including
organization, program accountability, governmental operations and systems analysis.

Requires extensive knowledge of the functions of state government, the agency’s policies
and procedures and the state laws, administrative rules, statutory mandates and regulations
relating to the auditing profession.

Requires extensive knowledge of current auditing and various other technology and
computer applications that are utilized in the auditing profession.

Requires ability to develop an internal audit program for an agency's accounting,
management or internal control system, which includes the audit's objectives, scope and
necessary tests.

Requires ability to analyze computer data, computations and comprehensive reports.

Requires ability to prepare for and conduct entrance conferences to outline the audit scope
with agency staff and representatives of an audited agency and to participate in exit
conferences to discuss audit findings prior to the issuance of the final audit report.

Requires ability to evaluate internal controls to identify strengths and weaknesses and to
propose corrective actions designed to strengthen internal controls and operations.

Requires ability to perform duties in a professional, efficient and ethical manner and to
maintain the confidentiality of the information gathered during an audit.
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Requires ability to prepare clear and concise audit reports, which includes the findings, all
supporting documentation and any corrective recommendations.

Requires ability to rationally analyze, assess, evaluate and solve problems of a difficult
procedural, organizational, administrative and technical nature.

Requires ability to monitor and direct lower level staff in performing routine or portions of
complex audits.

May require ability to assist in the development of new or improved methods and
procedures for evaluating agency internal audit program activities and operations.

Requires a valid appropriate driver's license and ability to travel statewide and to remote
audit sites, which may require overnight stays away from the primary work location to perform
assigned tasks.

In addition to having English verbal and written skills, candidates may be required to speak
and write a language other than English at a colloguial skill level. Some positions may require
candidates to possess specific communication skills, such as reading Braille, performing sign
language or other forms of manual communication.
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INTERNAL AUDITOR IV POSITION CODE: 21729

DISTINGUISHING FEATURES OF WORK:

Subject to administrative approval of the Chief Internal Auditor of a large agency, serves as the

manager of an internal audit program section with five or more filled subordinate positions through

appropriate supervisors performing audits which encompass the full range, simple routine through

non-routine complex; serves as a full line supervisor; may travel in the performance of duties.

ILLUSTRATIVE EXAMPLES OF WORK:

1.

Manages and directs a program section within an agency’s internal audit function; plans
the work of the section, makes assignments to staff and reviews timeliness and adequacy
of completed work; provides for the training, motivation and development of assigned staff;
plans and coordinates the work of the section to meet the goals and expectations of the
internal audit program; travels as necessary in the performance of duties.

Serves as full line supervisor of audits/reviews; assigns and reviews work; provides
quidance and training to assigned staff; counsels staff regarding work performance;
reassigns staff to meet day-to-day operating needs; establishes annual goals and
objectives; approves time off; adjusts first level grievances; effectively recommends and
imposes discipline, up to and including discharge; prepares and signs performance
evaluations; determine and recommends staffing needs.

Determines areas most in need of audit attention; determines limitations of discretion in
conducting an audit; determines if the scope of an audit should be expanded or if a new
audit or review should be scheduled when unanticipated issues, variables, irregularities or
discrepancies are encountered; devises and formulates guidelines for the most complex
audits.

Reviews reports for assigned audits to present at exit conferences that detail the audit’s
findings, compliance with all laws, rules, mandates, policies and procedures and any
internal controls, accounting methods or procedure recommendations to explain the
report’s contents; reviews an audited agency’'s comments and incorporates those
comments in the final report.

Attends and completes all agency training seminars; attends and participates in meetings,
conferences, workshops and any other work activities that provide learning experiences
related to auditing concepts; completes all required continuing professional education.

Performs other duties as required or assigned, which are reasonably within the scope of
the duties enumerated above.
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DESIRABLE REQUIREMENTS:

Education and Experience
Requires a bachelor's degree with course work in accounting, auditing, business
management, computer science, economics, public administration or other related subjects.
Requires eight years of professional auditing experience; or requires seven years of
professional auditing experience plus completion of one of the following certifications: Certified
Internal Auditor, Certified Public Accountant or Certified Information Systems Auditor.

Knowledge, Skills and Abilities

Requires extensive knowledge of professional auditing theories and procedures.

Requires extensive knowledge of management principles and techniques, including
organization, program accountability, governmental operations and systems analysis.

Requires extensive knowledge of the functions of state government, the agency’s policies
and procedures and the state laws, administrative rules, statutory mandates and regulations
relating to the auditing profession.

Requires extensive knowledge of current auditing and various other technology and
computer applications that are utilized in the auditing profession.

Requires ability to develop an internal audit program for an agency's accounting,
management or internal control system, which includes the audit's objectives, scope and
necessary tests.

Requires ability to analyze computer data, computations and comprehensive reports.

Requires ability to prepare for and conduct entrance conferences to outline the audit scope
with agency staff and representatives of an audited agency and to participate in exit
conferences to discuss audit findings prior to the issuance of the final audit report.

Requires ability to evaluate internal controls to identify strengths and weaknesses and to
propose corrective actions designed to strengthen internal controls and operations.

Requires ability to perform duties in a professional, efficient and ethical manner and to
maintain the confidentiality of the information gathered during an audit.

Requires ability to prepare clear and concise audit reports, which includes the findings, all
supporting documentation and any corrective recommendations.

Requires ability to rationally analyze, assess, evaluate and solve problems of a difficult
procedural, organizational, administrative and technical nature.

Requires ability to monitor and direct lower level staff in performing routine or portions of
complex audits.

May require ability to assist in the development of new or improved methods and
procedures for evaluating agency internal audit program activities and operations.

Requires a valid appropriate driver's license and ability to travel statewide and to remote
audit sites, which may require overnight stays away from the primary work location to perform
assigned tasks.

In addition to having English verbal and written skills, candidates may be required to speak
and write a language other than English at a colloquial skill level. Some positions may require
candidates to possess specific communication skills, such as reading Braille, performing sign
language or other forms of manual communication.




	03-21-19 Special Meeting Minutes
	Email Announcement of Proposed Classifications
	Proposed Internal Auditor Classifications

